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FLEXPOWER® 

TECHNICAL BULLETIN TB0001
  NetLink Cybersecurity Improvements 

May 23, 2019

Recently some cybersecurity vulnerabilities were identified in the NetLink where a malicious user could obtain configuration information including 
user names and passwords.  These vulnerabilities have been addressed with NetLink firmware revision 9.14 (Released March 2019).  LSP strongly 
recommends updating all NetLink devices to 9.14 to eliminate these vulnerabilities and provide the highest in cybersecurity protection.

Users of MSM Enterprise may download the update from the cloud and batch update all NetLink devices (See the MSM Enterprise manual for more 
information).  Installations without MSM Enterprise may obtain firmware revision 9.14 (and any bridge updates necessary) from the LifeSafety 
Power website and manually update affected NetLink devices.

To obtain email notifications of new firmware releases, you may sign up for our Firmware Updates email list.

In addition to installing the 9.14 firmware update, LifeSafety Power recommends following our CyberSecurity Hardening guide to ensure the high-
est level of protection.  Key points to watch include:

• Always change the default user name and passwords to a strong user name and password.  We strongly suggest using the enhanced pass-
word option introduced in revision 8.07l-28.  Never leave the user name and password at the default "admin" once the NetLink is deployed 
on the network.

• Use TLS (https:) whenever possible.

• Set the SSL option to "High" whenever possible.

• For SNMP alerts, use SNMP v3 with secured credentials whenever possible.

Resources

The following links are to documents and other items related to this bulletin.

LSP Firmware Updates Web Page

https://lifesafetypower.com/support/software-firmware-downloads

NetLink Cybersecurity Hardening Guide

https://lifesafetypower.com/docs/nl_cybersecurity.pdf

NetLink Release Notes

https://lifesafetypower.com/docs/rn_nl2nl4.pdf

NetLink Manual

https://lifesafetypower.com/docs/im_netlink.pdf

MSM Enterprise Download (for new firmware notifications and batch updates)
https://lifesafetypower.com/products/network-communication-modules/enterprise-power-monitoring

MSM Enterprise Manual

https://lifesafetypower.com/docs/im_msm_enterprise.pdf

Firmware Updates Mailing List Signup

Sign up to receive email notifications on new firmware releases HERE

https://visitor.r20.constantcontact.com/d.jsp?llr=qg5pdxdab&p=oi&m=1103508273360&sit=b4z78uffb&f=a5d0f645-e94f-4d74-986a-a4da7d7df7f1
https://lifesafetypower.com/support/software-firmware-downloads
https://lifesafetypower.com/docs/nl_cybersecurity.pdf
https://lifesafetypower.com/docs/rn_nl2nl4.pdf
https://lifesafetypower.com/docs/im_netlink.pdf
https://lifesafetypower.com/products/network-communication-modules/enterprise-power-monitoring
https://lifesafetypower.com/docs/im_msm_enterprise.pdf
https://visitor.r20.constantcontact.com/d.jsp?llr=qg5pdxdab&p=oi&m=1103508273360&sit=b4z78uffb&f=a5d0f645-e94f-4d74-986a-a4da7d7df7f1


LifeSafety Power, Inc.
899 E Park Avenue
Libertyville, IL 60048 USA
Tel 888-577-2898
info1@lifesafetypower.com

Important: All information, including illustrations, is believed to be reliable. Users, however, should independently evaluate the suitability of each product for their particular 
application. LifeSafety Power makes no warranties as to the accuracy or completeness of the information, and disclaims any liability regarding its use. LifeSafety Power’s only 
obligations are those in the LifeSafety Power Standard Terms and Conditions of Sale for this product, and in no case will LifeSafety Power or its distributors be liable for any 
incidental, indirect, or consequential damages arising from the sale, resale, use, or misuse of the product. Specifications are subject to change without notice. In addition, 
LifeSafety Power reserves the right to make changes—without notification to Buyer—to processing or materials that do not affect compliance with any applicable specification.

June 2019 2/2 www.lifesafetypower.com

TECHNICAL BULLETIN TB0001NetLink Cybersecurity Update

©
 2

01
9 

Li
fe

Sa
fe

ty
 P

ow
er

 In
c.

   
  P

13
-0

01
   

  0
6/

19
   

  L
ife

Sa
fe

ty
 P

ow
er

 a
nd

 F
le

xP
ow

er
 a

re
 tr

ad
em

ar
ks

 o
f L

ife
Sa

fe
ty

 P
ow

er
 In

c.
 o

r i
ts

 a
ffi

lia
te

s.


